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EHV Projects Division - I
3"d floor, Administrative Building , gzlrKasbapeth, Juna Bara, Rd, Pdne.
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MAHARASHTRA STATE ELECTRICITY TRANSMISSION CO. LTD.
CIN No. U40109MH2005SGC1

EE/EHVPD-|/PN/T/ TG 14Dl' b _ 1 Date : 
,

TO WHOM SO EVER IT MAY CONCERN

This office intends to carry out the work of Supply, Installation, and Configuration & Support of 'New
Hardware firewall' along with subscriptions with I year validity (from the date of activation) at this
office. The details of the same are as below and scope of work is attached.

All interested are requested to submit their best offer for above said work in above given format on
Email ID:ee66l}@mahatransco.in alongwith applicable rate of GST &LC on or before 06.11.23
positively.
This budgetary offer is invited only for estimation
bidding. Please note.

purpose and same will not be considered for any
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work details unit Quantity

Ex work
rate with
LCl unit

GST
%

Total
Amourit
including
GST

Supply, Installation, Confi guration of
'Hardware firewall with Subscriptions for I
years' as per below given 'Scope of Work' at
EHV PD-I. Pune. MSETCL.

No

I

Support for'Hardwaie firewall for I years' as

per below given 'Scope of Work' at
EHV PD, Pune, MSETCL.

Quarter
4



Scope of Work:

1) supply' Installation' configuration, and Support of |New Hardware Firewa,,along with thefollowing subscriptions, each with a l-,yearvalidity (from the date of activation). This is tocover the needs of three offices located in the ,u.. building, each situated on a different floor.The works, features, and functionarities are as berow:a) user count: g5-r00 users (count of ail three offices).

b) Existing BSNL isn lrmER OPTIC) to be shifted to fourth floor civir Division office wherethis firewall will be install, vendor has to carried out this work with civil Division ISp also.
c) Base Firewall Feature : ,

i' Networking and sD-wAN: wireless, sD-wAN, apprication aware routing, traffic shapingtt 
l#:"r|ion 

and Performance: Network Flow iuriputrr, TLs t.i inspection, Deep-packer
iii' sD-wAN and vPN: sD-wAN, IPsec/SSL site-to-site and remote access vpN (unrimited)iv' Reporting: Historical on-box l";gi;;;"d reporri"g, Cio"d r.d;;nJi.inimum seven-da y dataretention) "" e - 

_,; mlmum seven

d) Nefwork protection:
i' TLs Inspection: TLS 1.3 inspection with prepackaged exceptions

.li ?_PI engine: streaming deep_purt .iinrpectioniii. IPS: Next-gen IntrusiJn prevention
iv. ATP: Advanced Threat protection Synchronized Securityv' Heartbeat: integration w_ith Sophos "enopoints 

to iaeniiry and isolate threatsvi. Clientless VpNr HTML5
vii' sD-RED v'PN: sophos SD-RED site-to-sire vpN. Manage 5D-RED devicesviii. Reporting: Extensive network and threat reporting 

rage JrJ-t(bD devices

e) Web protection: ,

i' TLs rnspectionr tls 1.3 inspection with pre-packaged exceptions
.ii PPI engine: streaming deep_packet inspectioniii. Web Control: by usef groui, category, URL, keywordiv' web Threat Protection", tul*ur.,"pda, maliciols JavaScript, pharmingv. App Control: by user, group, category, risk, and morevi' synchronized App coitroi: integ-ration *itt, Sophos endpoints to identify unknown appsvii' synchronized so-waN: utilizini synrrrronized'Api conaror to route unknown appsviii. Reporting: Extensive web and upfi .Jp"ni"g

D@n:
i. TLs Inspection,Br.3 inspection with pre-packaged exceptions

.ii. ?PI engine:_streaming deep_packet inspection

-;l: 3,'#;3rxJffiff::T":t*ffiT:."ir unrnown nres using Ar, ML, and sandboxing
v' Machine Learnfng: using multiple deep learning modelsvi' cloud sandtoxing: aynalnic run-time inarysis of unknown firesvii. Reporting: Extensive ihreat intelligenr. unutysis reporting
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R:[:ftf:)t-|::tkt"g, *tt.t.t:.sD-yAN, unlimited remote access vpN, sire-ro-site vpNNetworkprot..-ti;;;'i;"3H.;dr".""il;ll'f, 'TjATP, Security Heartbeat, SD-RED VpN.

SSD

reponlng
iii' web Protection: TLS and DPI engine, web security and control, Application control,reporting

'" ilTTj:lJott' 
24/7 on site support, feature updares, advanced replacement hardware waranty

I'l
LAN 1-8: 8 x GbE copp.. Fixedii. 2 x SFp fiber porrs fixeO

iii. _l 
x expanpion bay for above setupiv. Integrated minimum 120 GB SATA_IIIv. Bypass port pairs : I

vi. Management ports:
I x RJ45 MGMT, T x coM RJ45,l x Micro-usB (cabre inclusive)Other I/O ports:

-2 
x USB 3.0 (front),l x USB 2.0 (rear)

Number of Flexi port slots : I

il.:jl"^T Tillt.'", (opfoluJ3_.olision shou|d be rhere)
s pot.clE copper ,8 porf Gup sfp nu.r,+ po.tildiii,.'nu er ,4

GbE copper PoE

.r Lrvf ,.t

ffil y"*"_t""|ffit bypass (2 pairs) ,4 portcb'E copper poE + 4 portcbE copper, 4 port2.5

Display : Multi-function LCD module
Power switch , -Power 

supply , usB , connector for external redundant power supply,Mounting pins for externut pow., supply
Size:.*l U rackmount

D Performance: 
iFirewall throughput: Minimum 30,ooo Mbps , Firewall IMIX: Minimum 15,900Mbps,Firewail Latency (64 byte u?p) .. 6 t, ,lpl throughfut: Minimum 5,g00Mbps'Threat Protection throughput: Minimum l,2s}Mbps,concurrent connections:Minimum 6,500,000,New connJctions/second : Minimum 134,700rPsec vPN throughput: Minimum 3,000 Mbps,SSL/TLS Inspection: Minimum 1,100Mbps,ssL/TLS concurrent connections: Minimum rg.432

i) Product certifications: cB, cE, uL, FCC, ISED, vccl, KC, RCM, NoM, Anatel etc.k) It should be Rack mounred
l) Bidder shall fully provide & apply,each & every settings in existing Sophos xG 210, like butnot limited to Rules & Polici.t, All Network settings,"Routing, Hosts & Services, and vpNsettings' user creation, login software installation .ti. These aie just illustrative examples.m) Bidder shall apply Ip Schema for 512 private LAN lps.n) Bidder shall physically install Hardware in existing Rack yil required screws, fastener,required GBIC etc. Also, &nY kind of hardware will b.-e provided by bidder only. lo) 

fltffiifftjrfi#er license copv registered in the name of MSETCL after complete

vll.

viii.
ix.

X.

xi.

xii.
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p) Support:
i' Bidder shall provide 2417 support to MSETCL like but not limited to backup, reinstallation,new policies, new configuration, new rules, new network related things etc. of firewall in fullor partially within these 1 years within 24 hrsafter reporting.ii' Bidder shall apply CERT-IN & security settings which are given by cyber Security Team &IT section, MSETCL like but not limited to-Malware blocking, Ip blocking, hash valuesblocking in firewall time to time within one day after intimation"during support period of Iyears' Also, bidder will reply by email about completion of this work.iii' Bidder shall make settings as per given by tr seciion Time to Time within one day & replyby email about completion.
iv' Bidder shall take back up of firewall fully per month (date will be fixed by MSETCL) &keep safe in there custody. 

r ' vv rr1\w\r uJ rYrr' I'

q) Miscellaneous Features & Functionarities:
Firewall should:

i' Secure the network from viruses, malware, or malicious attachments by scanning theincoming data using Deep packet Inspection.
ii' Should prevent attacks berore they .nt., the network by inspecting the packet headers.iii' Should prevent access to unwanted websites by installiig 

"nhun..ld 
*"b filt.ring.iv' Should have ability to update automati cally with the latest security updates, anti-virusdefinitions, and new features so that minimaimanual i"t.;;;i;;;';dquired beyond initialset-up.

v' Should enable administrators to manage awide range of security functions with a singlemanagement console.
vi' Should be ac-cessible by LAN IP & through static IP whenever required. Also, should beaccessed by COM port, web cli.

vii' Should haw login software for access to the Internet & firewall services & login throughbrowser should be possible. Login username will be SAp ID (5 digit numeric).viii' Should have hosts & services racitity. And should comply cERT-lN guidelines & bidder w"illapply same policies given by MSET-GL time to time foi uiocting Ips, i,rt., hashes or by cyberSecurity Team time to time etc. This is just illustrative example.

r) License: Firewall should be licensed to EHV PD-I,pune, MSETCL for one years. certificateof License & Validity, in the name of Executive Engineer, M.S.E.T .C.L., pune, should beprovided for the same for.application by bidder lceriificate from oEM is a mandatory forLicense & validity). validity of the licence shall be I years.

s) Training: An in-house training of minim-ur I (one) day to EHV pD-l,pune, MsETCL forday to day operation and maintenance of the apptication ir;; ;; g]"."'uv the bidder.

t) Application Management Services: Biddgr w_rl! anange a visit of Technical professionalevery Quarter, who shall do random check of firewali system and will give a report ofinspection' In case of emergency' bidder should provide onsite ,upfo.t as requested byMSETCL.

Installation Period: it is desire to complete the entire installation of Firewall within l5 days.

Hardware Firewall along with all above features & functionarities should be brand New & norefurbished product to given.

u)

v)

$b



w) All works to be carried out in Admin Building Kasaba P€th, MSETCL-41101I in existing:
Local areanetwork. MSETCL shall not provide any kind ofhardware/software & bidder shall
perform work throughout.

Other Important Tender Terms & Conditions in line with standard MSETCL Terms &
Conditions:

i. Bidder must be 'Computer Hardware & Sci&ware Supplier' Agency or Company or
Organization.

ii. Bidders are suggested to visit the wok execution site (Admin Building, Kasaba peth,
MSETCL, Pune-4l l0l l) to have accurate knowledge of IT set up and Scope of Work.

F,xecusve EnbftFef
Fl S E.T Colttd.

'q.
:l

EHV PnoFcf,s Dn.l, Pd\p
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